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With Pointsec for Smartphone, you enjoy
convenient, real-time encryption of sensitive
information stored on smartphones. Information
is automatically and transparently encrypted,
using 128-bit AES data encryption, without user
intervention.

Pointsec for Smartphone’s unique, picture-
based, information access control, PicturePIN®,
provides an easy to use and remember alternative
to passwords and PINs. Users simply create a
story using the pictures, and then enter the story

FEATURES/BENEFITS

© Gontrol of access to sensitive information
- Calendar, task and contact information together with
documents, e-mail bodies and attachments are all
automatically protected, and are only available to
authorized users.

- Centrally defined number of failed authentication
attempts before access to information is denied.

o Fast, strong and automatic AES encryption
- Pointsec for Smartphone’s encryption engine uses
the AES algorithm with 128-bit key-length.

- No user intervention required - on-the-fly encryption
of information.

- E-mail, text messages, images, Word, Excel,
PowerPoint and Acrobat documents, are stored
encrypted and in their usual location. The
information you need is decrypted in real time, so
you always have instant access to it.

) Pointsec” for Smartphone

The latest addition to Pointsec’s family of security products provides automatic, real-time encryption of
information stored on Windows Mobile™ based smartphones.

using Pointsec’s patent-pending PicturePIN
before

information. The pictures are shuffled each time,

to authenticate themselves accessing
so there is no need to worry about shoulder surfers.
Your organization’s information is secure, and a
single PicturePIN authentication makes it available

for as long as your security policy considers safe.

® Ease of use
- Immediate access to encrypted information using an
easy-to-remember PicturePIN.

o Gentral administration with Pointsec profiles

- Create, deploy, update and enforce settings
according to your security policy from one central
location.

© Remote Help

- Using a secure challenge/response procedure, users
can call their helpdesk to re-set their PicturePIN and
regain access to their encrypted information.

* Available for QTek 8010, 8020 and 8080
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Complete mobile security

As part of Pointsec Mobile Technologies’ series of
security products for the mobile entreprise, Pointsec for
Smartphone provides the most complete and integrated
smartphone security solution on the market.

As organizations and their employees continue to
store and access more and more sensitive, mission-
critical information on handheld devices, Pointsec for
Smartphone becomes an indispensable component of an
enterprise’s security efforts.

Central administration
Central administration is a requirement for any
enterprise, no matter what software solution is being
deployed. With Pointsec for Smartphone, administrators
can create, deploy, and manage their organization’s
security policy for smartphones from one central
location. This includes: minimum PicturePIN length,
maximum PicturePIN age and maximum number of
failed authentication attempts before being denied
access to information.

Central administration also ensures that your
organization’s security policy is enforced. End-users can
neither outsmart nor remove Pointsec for Smartphone.

Encryption
Pointsec for Smartphone’s on-the-fly encryption
protects your information immediately and in its usual
location. With Pointsec’s real-time encryption, you
still have instant access to your information — only
the information you need is decrypted, when you
need it. What's more, the 128-bit AES algorithm used
by Pointsec for Smartphone ensures fast and strong
encryption of information.
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Remote Help
Remote Help is a must when deploying security solutions
to thousands of mobile devices. Pointsec for Smartphone
enables administrators and helpdesk staff to help users
securely regain access to information via Remote Help
should they fail to authenticate themselves correctly.
Using a secure challenge/response procedure, the
user quickly regains access to protected information,
re-sets the PicturePIN and is back to work in no time.
And all of this can be accomplished without network
connectivity.

Pointsec for Smartphone minimum requirements
* QTek 8010, 8020 or 8080

* 0.4 MB RAM on the phone

* ActiveSync 3.7 or later
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