- Pointsec” for Palm 0"

Pointsec” for Palm 0S” is a substantial innovation in the enterprise PDA security solutions market. Pointsec
for Palm 0S appeals to organizations requiring enforceable and manageable security without compromising the
user experience.

Pointsec® for Palm OS® combines sophisticated
access control and a revolutionary user authentication
method, PicturePIN®, to protect confidential
information stored within the PDA. Pointsec’s
mandatory access control complies with tough new
security regulations and reduces liability for 3rd party
information by ensuring that only authorized users
can access applications and information.

Users will readily appreciate the convenience
of authenticating with an easily remembered
sequence of pictures instead of numbers. Pointsec’s
QuickPIN® allows the user to quickly re-enter the
PDA with an abbreviated version of the PicturePIN.
For even greater security, the pictures are scrambled
every time the PDA is restarted, making it difficult
to learn the PDA’s password or PIN by analyzing
scratches, thumb- or fingerprints on the screen.

Pointsec for Palm OS also supports alphanumeric

passwords to conform with your organization’s
current password policy.

FEATURES/BENEFITS
o Enforceable mandatory access control © Remote Help
- Easy to remember PicturePIN and QuickPIN - Using a secure challenge/response procedure, users
authentication with customizable picture sets, can call their helpdesk to re-set their password and
alternatively, alphanumeric passwords and numeric regain access to their encrypted information

PINs can be used

- User account lockout - centrally defined number of
failed login attempts before lockout

o (Centrally managed security policy
- Create, deploy, and update the security policy from
one central location
© Alphanumeric password authentication

- Makes it easy to conform with existing corporate © 3rd party distribution o
security policies - Com_pghble with 3rd pa_rty_d|str|but|on_tools,
administrators can easily integrate Pointsec for Palm
® User account lockout 0S into existing systems

- Centrally defined number of failed login attempts
before lockout

 Authenticated hotsync
- Prevents unauthorized synchronization

- Prevents unauthorized access to device
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Central administration

Central Administration is a requirement for the
enterprise, no matter the software solution being
deployed. Pointsec for Palm OS allows administrators to
create, deploy, manage, and update their organization’s
security policy for mobile devices from one central
location. This includes: PicturePIN selection, minimum
PIN length, and account lockout settings.

Secure authenticated hotsync

Essential when selecting a Palm OS security solution.
With Pointsec for Palm OS installed, only an
authorized user entering the secure PicturePIN can
initiate authentication. Secure HotSync prevents a
stolen device from being synchronized with an unsecure
PC, maintaining the security of the information on the

PDA.

Remote Help

Remote Help (password reset) is another component of
central administration and arequirementwhen deploying
thousands of devices. Should a user accidentally lock the
handheld device as a result of forgetting their PIN, an
administrator or authorized helpdesk employee can assist
the user via a challenge-response process. This process
enables the user to quickly regain access to their device,
reset their PIN, and continue with their work. Pointsec
Remote Help for Palm OS does not require a network
connection, enabling help to be provided anywhere.

©2006, Pointsec Mobile Technologies. Pointsec®, PicturePIN® and QuickPIN®
are registered trademarks of Pointsec Mobile Technologies, Sweden.
©2005, Palm Inc. All rights reserved. Palm OS and the Palm Computing Platform
Compatible logo are registered trademarks, and Palm, the Palm logo, the Palm
OS logo are trademarks, of Palm, Inc, or its subsidiaries. All other trademarks are
recognized as the property of their respective companies.
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Pointsec for Palm 0S requirements
® 410 KB Memory
¢ Palm OS 5.X on supported devices

www.pomtsec.com

US HEADQUARTERS EUROPEAN HEADQUARTERS
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