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1 Introduction

1.1 Overview

b9/ Qad a20AfS CILOAlIf wSO23yAGA2y ! LILX Al YOS/ ®a |+ O2
world No.1 Facial recognition algorithm to deliver a powerful video surveillance platform as a hew

approach to physical security atrdditional CCTV systems. With seamless integration to IP cameras and
networks, this appliance instantly transforms passive/reactive CCTV surveillance systems into a smart
pro-active surveillance solution capable of recognizing unwanted visitors and gesémngrusion alerts

even before security breaches can occur.

1.2 Compatibility

1.2.1 Support Environment

Windows 7 or above Chrome version 32.0 or above
Android 4.0.3 or above Chrome version 18.0 or above
iOS version 6.1 or above Safariversion 6.0 or above

1.2.2 Camera
The Appliance supports standard H.264 or motion jpeg streaming IP camera. Here is the list of cameras
which are being tested.

AXIS P1346

P1355
Panasonic WV-SP508E
Sony SNGCH240
Hikvison DS2CD854fEW
Samsung SNG6011R
Bosch NBN832\¢IP
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2 Specification

2.1 Hardware Specification

NEC

Conditions

Operating Temperature -203 to 503

Operating Humidity 0%-95% non-condensing

Sea Level Under 2000m

Input 100-240V

Weight 500 g

3G/ WIFI Support external USB WIFI device
Special Interface PoE, GPIO

2.2 Dimensions
|

: 12U,

A

103.2
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2.3 Interface Panel

t 2 g6

Status (LED. Reset
Initialize

GPIO DC inlet

Front Panel of Mobile Facial Recognition Appliance
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Ethernet PoE

Rear Panel of Mobile Facial Recognition Appliance

2.3.1 Panel Interface Description

DC inlet
Power (LED)
Status (LED)

Reset
Initialize
GPIO

Ethernet
USB

DGin plug for 12V power adapter

If power is supplied to the appliance it will be turned on

Show the status of the appliance, if everything is normal, it witbibeed off. For
detail information, please refer to Appliance Health Status section

Reset button, press to restart the appliance

Factory reset button, hold 10 second to trigger factory reset.

General purpose 1/0O, which is used éantrolling external device triggered by
white/ black list hit in real time monitoring system

Ethernet plug which support PoE (Power over Ethernet)

2 USB plugs support external WIFI/ 3G modem

NEC (Hong Kong) Limitb&pecification
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3 Built -in Function

3.1 Login

NEC

The system can be accessed by URL: http://<<ip address>>:8080 with a supported browser. Please type

Ay dzaSNYylYS FyR

LI &4 62 NR

FyYR Of A0Y

G 23AYE

| Mobile Facial Recognition %

o C ft
NEC

l ] 192.168.2.39:8080/login/main

Capture Service Login

Login:

Copyright NEC Corporation Limited. 2013. All rights reserved

L¥ dzaSNJ 6AGK d&a! RYAYE

FRS page directly.

GeLsS Aa

= | B

f 23Ay 3 A iembaddédf

odzi G2y

NB RA N.
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3.2 Multi -Languages Support
The builtin web application supports five languages currently, the list of languages are as follow:

English

Traditional Chinese
Simplified Chinese
Japanese

Spanish

= =4 =4 4 =4

The language can be changed by d@lgcthe language option combo box at the right bottom corner of
the page.

/[ Mobile Facial Recognitior x .

€ C | [} 192.168.2.46:3080/login/main

NEC

Capture Service Login

Login:

Copyright NEC Corporation Limited. 2013. All rights reserved

NEC (Hong Kong) Limite@uilt-in Function_
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3.3 Main menu

3.3.1 Admin

& ! R Yrheyigis the administrative page.

/7 21 Mobite Facial Recognitior. % . W & s - E_T = el
« € | [ 192.168.2.32:8080/admin/main % =

NEC

Logined as: admin Embedded FRS Logout

£xpress Seting

Mobile Facial Recognition Appliance

Firmware version:0.5.8
Welcome to NEC Mobile Facial Recognition Appliance administrive console.
Please make sure the following settings are correct.

FTP - obtain the f ages from C am / f A 01
NeoFRS - the real time S EC

+ Camera Setup : ' l é, é A |:| o K A y 3

To setup camera for NeoFRS/ FTP function.
menu

General Information
IP Address:
MAC Address:
Disk Usage:
Wifi Address:

System Health Status
Module name On/ Off Health Status
Real Time Monitor Normal NIA
System Normal N/A
NeoFRS off NeoFRS is Off

Face FTP Ooff Face FTP is O
System Control

System Reboot Firmware Upgrade

Page Usage

General Information
SystemReboot

Firmware Upgrade

Date & Time Settings
E-Mail Notifications

Lan Network

Wifi Network

3G Network

Real Time Monitoring System
NeoFRS

Face Capture FTP
Camera Settings

Quality ControParameters

NEC (Hong Kong) Limite@uilt-in Function

Information

System Setting

Network Setting

Function Setup

Camera Setup
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User Management 1 Add/ Edit/ Delete System User

Audit Log i ServerLog
I System Audit Log

3.3.2 Embedded FRS
Mobile Facial Recognitior x - e D

€« C | [} 192.168.2.215:83080/embed/main

NEC Search Record Enquiry Person Maintenance Admin Page  Logout

Hit Record Detail

Hit Records Not Hit Records
I Captured Time

—
‘1
N

|
a

Page

Surveillance 9 Alert viewer for real time monitor system
Search Record Enquiry Hit record enquiry

Not hit record enquiry

Hit ranking enquiry

Facial database Maintenance

= |=a =4 =4

Person Maintenance
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3.4 System Administration

3.4.1 User Management

¢KS dzaASNJ YIylF3aSYSyd OFy o6S LISNF2NX¥SR (GKNRdJZAK &) as
GAGK a! RYAY £ dza SNJ i @ Ldnagemght IS NE ¢ BY RARFEEIEIR & BA dzd
WSt SiS¢o
There are two type of user account for the system:
T ' RYAYY {ééﬂév FRYAYA&AGNI G2NE OFly I O00Saa 020K a
T aSNY DSYSNIft dzaSNE Oly 2yfeée 00Saa (2 a9Yo0SRR
B w7 - — —— ~— — — :‘@
= C N jl92.16;.395\"85\ a(:‘rm"'aﬁ = T ‘ : =

Logined as: admin Embedded FRS Logout

Information System Setting Network Setting Function Setup Camera Setup Audit Log

User Maintainance

Username Description User Type

admin Default System Administrator account Admin Edit Delete
1

UpdateUser
Add User

Delete User

l RYAY dzASNJ OFy LISNF2N)X dzaSNJ | O02dzy G YIFylF3SySyid 0O

3.4.1.1 Add User
To add a new user

1. / £t A0l abé odzidzy G GKS dzASNI YFAYGSylyOS LI ySt
2. CAff Ay (GKS AYyTF2NXIGAZ2Y | OO0O2NRAy3It & IyR Of A 0]
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ADD USER

Username:

Passwo: N
Re e Password N

Descrpion. N
Vst ]

Submit Cancel Reset

Add User popup dialog

3.4.1.2 Edit User
To edit an existing user

/I ftAO01 G9RAGE odzidz2y G NRIKG aARS 2F GKS &St s
Update the description/ user type

Type in the new password if it is necessary

/ tA01 a{dzooYAide (2 O2yliAyadz

pwDdPE
w»
[N
A
w
O
(kN
>
N
<

Edit USER
Name:

Description Default System Administrator account

Submit Cancel

Edit User popup diaip

3.4.1.3 Delete User
To edit an existing user

w
N
-+
s
A
(s}
Q)¢
(p))

AR

Q)¢

1. /tA0] G58t8G8¢ odaiday Fd NXIKIQ
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Are you sure delete user?
Name: admin

Delete User confirmation dialog

NEC (Hong Kong) Limite@uilt-in Function
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3.4.2 Log & Audit Trail
l RYAY dzaSNJ Ol y

4 7 7

 O0Saa (2 &aeadGsSy 23 (KNRdJZAK 4&! dzRA

There are two type ofbg from the system:

1 Server Log
0 The current system running log for detail analysis
o0 Please copy the log to system support engineer, if detail analysis is required
1 System Audit Log
0 The system will log every system event, user operation into the systemlagdit
A Settings update
A System startup
0 User can search the audit log by date and trace level filter
0 The system will show the audit log order by time in descending order.

<« C A  [) 192.168.2.39:8080/admin/main

NEC

Logined as: admin Embedded FRS Logout

User Management Audit Log

Information System Setting Network Setting Function Setup Camera Setup

Audit Log:

Server log:

6320 6647 I CaptranController: Boardcast Result Success
6320 6647 I CaptranController: Process result used 80ms
6381 13591 I FRSFindFace: Face found: 2

6381 13581 I FRSFindFace: Process Face index: 0

6381 13591 I FRSFindFace: DLocateFacialFeaturePoints:0 689

System Audit Log:

Start Date 2014/01/22 xi% Trace level:

(Wi

Date time Tra Username Type Description

WARN admin Update Cam setting: TypeCamid

WARN
WARN
WARN

admin
EL]

admin

Update Cam Face Qual
Update Cam setting: TypeCamid: A
Update Cam Face Quality setting:

ceQualityThreshold: 0.50
-media/media.amp?resolution|
FaceQualityThreshold:

WARN admin Update Rtmon setting:
WARN admin
WARN admin

WARN admin

Update e-Mail sefting: Enabled: f:
Update Cam setting: TypeCamid:
Update Cam Face Quality setting:
WARN admin Update Rtmon setting:

WARN admin Update e-Mail sefting: Enabled: false SmtpGatewayAddres:

WARN SYSTEM ystel stem start
WARN admin
WARN ELl]

Update Cam Face Quality setting: eadNum: 5 minPix
Update Cam Face Quality sefting

WARN admin Update Cam Face Quality setting: A
WARN System System resume from Capture Frame Error.

WARN admin Update Cam sefting: TypeCamid: Sony VideoUri:

[N

I RYAY dza$NJ Oy OKSOY 23 GAlL a! dzRA [ 2
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3.4.3 System Reboot

Software rebot can be performed via web interface. To trigger software reboot, please go to
GLYF2NXYIGA2Yy ¢ LI 3AS yR Ot A0l a{eadSy wSo22d¢ odzii
rebooted and the web page will redirect to login page after 120 seconds.

Il RYAY dza8NJ OFy LISNF2NY &deaiSYy NBo22d OAlL aLYTF2NXYE

z

I 2y FANNIGA2Y RAFE23 gAff 0S5 LINRPYLWISR AT awSo22i¢
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